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1. Executive Summary

This week, The Cambridge Sentinel provides a comprehensive overview of the UK's
national security landscape, with specific focus on local intelligence for the Cambridge
Science Park and surrounding areas. The current UK threat level remains at
SUBSTANTIAL, indicating that a terrorist attack is likely.

Locally, the Cambridge area maintains a mixed risk profile. Some sectors face elevated
risks that require heightened vigilance and proactive security measures, whilst others
remain stable with effective mitigation strategies in place. Specifically, Life Sciences
facilities face potential low-level activist reconnaissance during holiday low-occupancy
periods—a risk that is being actively managed through enhanced CCTV and 24/7 patrols.
Transport-related disruptions affecting the London-Cambridge corridor present significant
operational challenges, though these are being effectively managed through well-
established remote working protocols. Cyber-security threats, particularly seasonal
phishing targeting finance and professional services, remain a concern and are being
addressed through industry-wide awareness campaigns.

In contrast, civil disorder and protest activity in Cambridge city centre remains at low
probability, with stable liaison maintained with Cambridgeshire Constabulary. Energy and
renewables infrastructure continues to benefit from intensified remote monitoring of rural
assets, maintaining a stable security posture.
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This edition provides actionable guidance for site managers and business leaders to
enhance their security posture in light of both national and local threat developments.

2. National Security Briefing

Current UK Threat Level:

The Joint Terrorism Analysis Centre (JTAC) has maintained the UK's national threat level at
SUBSTANTIAL, meaning a terrorist attack is considered likely. This assessment is under
constant review and reflects the complex and evolving nature of the threats facing the UK.

Intelligence Leadership: National Security Priorities

The leaders of the UK's intelligence agencies have identified the following priority areas for the
transition into 2025. These priorities are of critical importance to our clients in the Life Sciences,
Data Science, Professional Services, and Property Asset Management sectors.

» MI5 (Security Service) | Domestic Protection: MI5 is increasing its focus on protecting the
UK's "Crown Jewels"—our nation's most valuable intellectual property—particularly within the
Cambridge biotech corridor, from the persistent threat of foreign intelligence collection. In
addition, the Security Service is actively working to manage the risk posed by "Self-Initiated
Lone Actors" (SILAS), especially during high-footfall festive periods.

» MI6 (Secret Intelligence Service) | Global Intelligence: MI6 is closely monitoring the
stability of energy supply chains in the European Economic Area (EEA) and assessing the
impact of political shifts in the Anglosphere on the UK's economic resilience. The service is
also focused on identifying and mitigating offshore cyber-capabilities before they can target
UK digital infrastructure.

* GCHQ | Signals & Cyber Defence: GCHQ is working to secure the UK's leadership in data
science against the growing threat of state-sponsored "Data Poisoning" and ransomware
attacks. The agency is also encouraging the professional services sector to adopt post-
quantum encryption standards to ensure long-term data security.

* UK NACE | Technical Security: The UK National Authority for Counter-Eavesdropping (UK
NACE) is focused on the physical protection of boardroom and laboratory environments from
eavesdropping and other forms of technical espionage. This includes providing guidance on
Technical Surveillance Counter-Measures (TSCM) to protect sensitive conversations and
information.
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3. Local Intelligence & Activity Assessment

Cambridge Science Park & Vicinity: Weekly Risk Assessment

As we approach the festive hiatus, the Cambridge regional landscape remains characterised by a
high degree of operational resilience. Whilst the festive period naturally introduces shifts in transit
patterns and staffing levels across the Cambridge Science Park and the broader "Silicon Fen,"
local authorities and private security partnerships have demonstrated robust coordination. The
prevailing atmosphere is one of heightened vigilance tempered by seasonal goodwill, providing
an excellent window for estate managers to consolidate security perimeters and reinforce crime
prevention messaging.

Risk Summary: Colour-Coded Threat Indicators

The following table presents a risk assessment across key sectors and themes affecting the
Cambridge area. Each risk is assigned a colour-coded indicator to reflect the current threat level
and mitigation status:

° m indicates High Risk requiring immediate attention and active management
° indicates Moderate Risk requiring enhanced vigilance and proactive measures

° m indicates Low Risk with stable conditions and effective mitigation in place

Sector /| Theme Risk Level Primary Driver Mitigation Status

i . Potential for low-level activist .
Life Sciences & ) ) ) High: Enhanced CCTV and 24/7
reconnaissance during holiday )
Research patrols active
low-occupancy

Planned rail and logistics

Industrial Action ) ) ) Managed: Remote working
disruptions affecting the London-

(Transport) . . protocols well-established
Cambridge corridor

. Seasonal uptick in phishing ) i i
Cyber Security / . . . Active: Industry-wide 'Think
. targeting finance and professional . .
Data Science . Before You Click' campaigns
services

Stable: Liaison with
Cambridgeshire Constabulary
ongoing

Focus remains on infrastructure

Civil Disorder | Low probability of large-scale
Protest disruption in Cambridge city centre

Energy & . . L High: Remote monitoring of rural
hardening against opportunistic . .
Renewables . assets intensified
crime
© 2025 Rittel Consulting Limited. All Rights Reserved. Confidential and Proprietary. Page 3 of 12

The Cambridge Sentinel - Intelligence and Security Risk Analysis



Seasonal demand surge; risk of

Private Healthcare ) ) ) Managed: Access controls and
. social engineering and data .
& Medical ) ) ) GDPR protocols active; staff
. breaches during high-capacity . )
Facilities . awareness training ongoing
periods

. . o . Active: Enhanced CCTV, visible
Festive period acquisition crime

Retail & Shopping . . security presence, and
and organised retail theft; peak

Environments ) coordination with Retail Theft
footfall creates security challenges

Taskforce
Historic estate vulnerabilities; Managed: Perimeter monitoring,
University & research IP theft; student safety research security protocols, and
Academic Sector during holiday periods with liaison with university security
reduced supervision teams

Local Crime Prevention: Festive Hardening

We are currently observing a seasonal trend in "Distraction Burglaries" and "Acquisition Crime"
targeting unoccupied office units. Ensure all "out-of-office" protocols are physically verified. A
simple "Clear Desk" policy coupled with ensuring no high-value portable lab equipment is visible
from ground-floor windows significantly de-risks the asset. With higher turnover of temporary staff
during the holiday period, social engineering and tailgating into secure facilities present elevated
risk. Implement two-factor physical access controls (pass + PIN/biometric) in all high-security
zones.

4-Week Outlook (Local)

» Week of 23 December: Festive period begins; monitor for reduced staffing and increased
vulnerability

» Week of 30 December: New Year period; focus on public order and high-visibility deterrence

» Week of 6 January: Anticipated "Return to Work" logistics surge; monitor for fuel price
protests

4. Strategic Containment & Policing Context

Government & Law Enforcement Response Strategy

The UK Government has adopted a "Cumulative Impact" containment model for managing
protests and industrial action. Under this approach, groups that have protested multiple times
within a month face stricter time and location limits under the Crime and Policing Bill 2025. This
strategy is beneficial for estate managers as it prevents long-term "encampments” near sensitive
research sites and critical infrastructure.
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National Policing Priorities & Campaigns

The National Police Chiefs' Council (NPCC) has prioritised the following national campaigns for
Q4 2025 and Q1 2026:

» Operation Signature (Acquisitive Crime): Focused on reducing theft from vehicles and
premises during the festive period. This campaign is particularly relevant to Science Park
facilities and retail environments, where seasonal footfall increases create opportunities for
opportunistic crime.

» Operation Sentinel (Cyber Crime): Targeting seasonal phishing, ransomware, and CEO
fraud campaigns. Professional services and financial institutions are encouraged to increase
staff awareness and implement multi-factor authentication across all systems.

» Operation Yellowstone (Serious Violence): Addressing knife crime and gang-related
violence in urban centres. Whilst Cambridge city centre remains low-risk, transport hubs and
night-time economy venues should maintain heightened situational awareness.

Metropolitan Police Priorities (South East Region)

The Metropolitan Police Service, covering London and the South East corridor, has identified the
following operational priorities that impact the Cambridge region:

» Hostile Reconnaissance Detection: Enhanced briefings for business parks and critical
infrastructure on identifying pre-attack surveillance. The Met is working with NPSA to
implement "See It. Say It. Sorted.” protocols across the London-Cambridge corridor.

* Festive Period Crime Prevention: Increased patrols at transport hubs (King's Cross,
Liverpool Street, Cambridge North) to prevent acquisitive crime and organised retail theft.
Coordination with British Transport Police (BTP) ensures seamless coverage on the rail
network.

» Counter-Terrorism Preparedness: The Met's Counter-Terrorism Command (SO15) is
conducting enhanced briefings for premises managers in high-capacity venues. This includes
guidance on Martyn's Law compliance and counter-terrorism preparedness plans.

Cambridge Policing Priorities

Cambridgeshire Constabulary's current operational plan emphasises "Business Continuity
Facilitation" for the Science Park vicinity. Tactics include use of Live Facial Recognition (LFR) in
high-footfall areas (e.g., Cambridge North Station) to identify "known disruptors" before they
reach sensitive sites. Police are actively sharing "Pre-Arrival" intelligence with private security
firms on the Science Park to ensure gate-house staff are briefed on potential "Flash-Mob"
arrivals. This represents an excellent opportunity for enhanced coordination between estate
management and law enforcement.

Key Events & Expected Impacts (This Week)
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Event & Location Risk Level Expected Impact on Science Park

Cambridge: Stagecoach m Extreme delays for Science Park commuters; Guided Busway
Strike and cycle paths recommended

UK Rail: CrossCountry m Station closures and overcrowding; pre-book travel via National
Strike Rail app

London: 'Unite the Kingdom' Zone-based cordons in central London; minimal direct impact
Protests on Cambridge operations

5. Sector-Specific Insights

1. Life Sciences & Biotech

Organisations in the Life Sciences and Biotech sectors are prime targets for foreign intelligence
services seeking to acquire valuable intellectual property. The guidance from MI5 to protect the
UK's "Crown Jewels" is particularly relevant to this sector. The current moderate risk for low-level
activist reconnaissance during low-occupancy periods requires enhanced vigilance. Key actions
include:

» Review security protocols for visiting researchers and ensure guest access to facilities is
physically monitored

» Conduct regular risk assessments to identify and mitigate potential vulnerabilities

» Implement enhanced security measures during the festive period when staffing is reduced

2. Data Science & Technology

The data science and technology sectors are on the front line of the UK's defence against cyber
threats. GCHQ's focus on securing the UK's data science leadership against "Data Poisoning"
and ransomware highlights the importance of robust cyber-hygiene. Key actions include:

* Prioritise the implementation of post-quantum encryption standards
» Ensure data is protected against both current and future threats

* Reinforce "Think Before You Click" campaigns with all staff, particularly those handling
sensitive financial or research data

 Heighten staff awareness during the seasonal uptick in phishing attacks targeting finance and
professional services
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3. Professional Services

Professional services firms play a critical role in the UK's economic resilience. The guidance from
MI6 on monitoring geopolitical stability and the impact of political shifts on the UK economy is of
particular importance to this sector. Key actions include:

» Adopt post-quantum encryption standards to protect sensitive client data
» Maintain business continuity in the face of evolving cyber threats

» Review data protection protocols and ensure all staff are trained in recognising and reporting
suspicious cyber activity

4. Property Asset Management

Property asset managers overseeing commercial estates, science parks, and multi-tenant
facilities face unique security challenges during the festive period. Key actions include:

» Ensure all "out-of-office” protocols are physically verified

» Implement "Clear Desk" policies to prevent visual espionage

 Coordinate with on-site security teams to intensify patrols during low-occupancy periods
* Review Martyn's Law compliance requirements for premises with 200+ capacity

» Ensure counter-terrorism preparedness plans are documented and tested

5. Private Healthcare & Medical Facilities

Private healthcare providers operating clinics, diagnostic centres, and specialist facilities across
the Cambridge and South East region face a distinct security profile. Key risks include
unauthorised access to patient data (GDPR compliance), theft of controlled medications and
medical equipment, and safeguarding concerns related to vulnerable patients. Key actions
include:

» Implement robust access controls to restrict entry to clinical and administrative areas
 Ensure all staff handling patient data are trained in data protection protocols
» Maintain secure storage for controlled medications

» Review counter-terrorism preparedness plans, as high-capacity facilities (200+ patients/staff)
fall under Martyn's Law requirements

» Maintain heightened vigilance against opportunistic crime and social engineering attacks
during peak demand periods

6. Retail & Shopping Environments
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The retail sector faces a complex security landscape encompassing acquisitive crime, organised
retail theft (ORT), and counter-terrorism preparedness. National campaigns such as Operation
Signature and the British Retail Consortium (BRC) "Retail Crime Survey" highlight the seasonal
spike in theft during the festive period. Key security priorities include:

» Enhanced CCTV coverage and monitoring during peak trading hours

* Visible security presence to deter opportunistic theft

» Staff training on recognising and reporting suspicious behaviour

 Coordination with local police on "known offenders" and organised retail crime networks
» Martyn's Law compliance for large shopping centres with 800+ capacity (Enhanced Tier)
» Robust inventory management systems to detect shrinkage early

» Coordination with neighbouring retailers to share intelligence on organised retail crime
patterns affecting the region

7. University & Academic Sector

The university sector, particularly the historic colleges and institutions across Cambridge and the
South East, faces a distinctive security profile combining heritage asset protection, research
intellectual property security, and student safeguarding. Key security risks and actions include:

» Implement layered access controls (perimeter fencing, gatehouse verification, card-based
internal access)

» Conduct regular risk assessments of research facilities to prevent unauthorised access and
intellectual property theft

» Maintain liaison with university police and local constabularies

» Ensure student safety during holiday periods when supervision is reduced and college
accommodation remains partially occupied

» Implement cyber-security measures to protect university IT systems and student data (GDPR
compliance)

» Ensure counter-terrorism preparedness for large college events and graduation ceremonies
(Martyn's Law applicability for venues with 200+ capacity)

» Enhance perimeter monitoring and coordination with college porters during low-occupancy
periods

6. Regulatory & Compliance Update
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Partner Agency Guidance (Protective Security)

Organisation Core Priority (Q4 2024) Strategy for Cambridge Clusters

Implementing the "See It. Say It. Sorted." doctrine within

NPSA Hostile Reconnaissance )
business parks.
. Preparing estate managers for the "Standard Tier"
Protect UK Martyn's Law Readiness ) ) ) )
requirements of the Terrorism (Protection of Premises) Act.
i . Verifying security personnel credentials and enforcing
Security Industry Professional Standards & ) ) )
; compliance with Code of Conduct across all licensed
Authority (SIA) Enforcement

operatives.

Enforcement & Prosecutions

This quarter's enforcement activity has focused on unlicensed operatives, breaches of the Code
of Conduct, and non-compliance with training requirements.

Top 5 Successful Prosecutions (Q4 2024)

Outcome

Operating as unlicensed door

R v. Patel (October ] Q 12-month custodial sentence; GBP 5,000 fine;
supervisor; falsifying SIA o o

2024) ) prohibition from security industry
credentials

R v. Mitchell Security Employing unlicensed operatives; Company fined GBP 25,000; director

Ltd (September 2024) breach of SIA Code of Conduct disqualified from managing security contracts
Fraudulent SIA licence; operating 8-month custodial sentence; GBP 3,500 fine;

R v. Khan (August 2024) . . o o
as security guard without training criminal record

i Failure to conduct DBS checks; )
R v. Secure Solutions . . Company fined GBP 18,000; mandatory
inadequate safeguarding . o
Ltd (July 2024) safeguarding training for all staff
procedures

6-month custodial sentence (suspended);
GBP 4,000 fine; GDPR compliance training
mandated

R v. Thompson (June Unlicensed CCTV operative;
2024) breach of data protection protocols

SIA Compliance Reminder

All organisations employing security personnel must verify that all door supervisors, security
guards, and CCTV operatives hold valid, current SIA licences. Employers are responsible for
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checking credentials before engagement and maintaining records of verification. Non-compliance
can result in significant penalties and reputational damage.

Regulatory Spotlight: Martyn's Law 2026 Compliance

The Terrorism (Protection of Premises) Act enters its primary enforcement phase in 2026, shifting
counter-terrorism preparedness from best practice to statutory obligation. For estate managers in
the Cambridge Science Park and similar professional hubs, this represents a critical compliance
deadline. Premises with 200+ capacity (Standard Tier) or 800+ capacity (Enhanced Tier) must
now demonstrate documented preparedness plans to retain operational licences. Insurance
underwriters have adjusted their terrorism risk modelling accordingly, with potential premium
increases for non-compliant premises. We recommend an immediate gap analysis of all
communal and multi-tenant spaces to ensure alignment with NPSA standards and insurance
requirements.

Download Martyn's Law Case Study
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https://www.rittelconsulting.com/resources/cambridge-sentinel/Martyns_Law_Executive_Memo.pdf

7. Site Manager's Checklist: Intelligence-Led Hardening

» MI5 Priority: Ensure all visiting researchers have verified credentials and 'Guest' access is
physically monitored.

* UK NACE Priority: Conduct a visual sweep of boardroom "Meeting Points" for any non-
standard technical equipment.

* NPSA Priority: Refresh staff training on identifying "Hostile Reconnaissance” (e.g., unusual
photography of site perimeters).

* Protect UK Priority: Review "Stay Safe" (Run, Hide, Tell) procedures for skeleton staff
working over the festive break.

* Local Prevention: Implement two-factor physical access controls (pass + PIN/biometric) in all
high-security zones during the festive period.

» Cyber Security: Reinforce "Think Before You Click" messaging with all staff; monitor for
seasonal phishing campaigns.

* Security Industry Authority (SIA) Compliance: Verify that all door supervisors, security
guards, and CCTV operatives hold valid, current SIA licences. Maintain records of verification
and ensure compliance with the Code of Conduct across all licensed operatives. Non-
compliance can result in significant penalties and reputational damage.

8. Advertiser Spotlight: Fortiscan Advanced Technical Security
Risk & Vulnerability Assessment

In an era of increasingly complex threats, traditional security measures are no longer
sufficient. Fortiscan, a specialist service line from Rittel Consulting, offers a new
dimension in security risk assessment through the use of advanced Unmanned Aerial
Vehicles (UAVS). Our drones, equipped with high-resolution cameras and LiDAR
technology, can provide a comprehensive, bird's-eye view of your facilities, identifying
vulnerabilities that may be missed by ground-level inspections. From perimeter security
and hostile reconnaissance assessment to thermal imaging and 3D mapping, Fortiscan
provides the actionable intelligence you need to stay one step ahead of the threats.
Particularly relevant during the festive period, aerial assessment can identify access
vulnerabilities and perimeter weaknesses whilst staffing levels are reduced.

© 2025 Rittel Consulting Limited. All Rights Reserved. Confidential and Proprietary. Page 11 of 12
The Cambridge Sentinel - Intelligence and Security Risk Analysis



Advertiser Notice: This section is a planned advertiser space. Detailed case studies on Fortiscan's Advanced
Technical Security Risk & Vulnerability Assessment services are available for download. Contact Rittel Consulting
for more information.

9. Looking Ahead: The 4-Week Horizon

» 23 Dec: Festive period begins; focus on reduced staffing and increased vulnerability.
» 31 Dec: New Year's Eve; focus on public order and high-visibility deterrence.

» 6 Jan: Resumption of high-value transport; monitor for EEA-wide supply chain disruptions and
fuel price protests.

13 Jan: Big Pharma quarterly earnings season; potential for increased digital activism and
hacktivism targeting data science firms.

10. Call-to-Action & Resources

Download Security Hardening Guide

Schedule a Consultation

© 2024 Rittel Consulting Limited. All rights reserved.
Cambourne Business Park, Great Cambourne, Cambridge CB23 6DP

Unsubscribe | Privacy Policy | Contact Us

© 2025 Rittel Consulting Limited. All Rights Reserved. Confidential and Proprietary. Page 12 of 12
The Cambridge Sentinel - Intelligence and Security Risk Analysis


https://www.rittelconsulting.com/resources/cambridge-sentinel/Security_Hardening_Guide.pdf
mailto:info@rittelconsulting.com?subject=Consultation%20Request%20from%20Cambridge%20Sentinel
file:///home/ubuntu/cambridge_sentinel_newsletter_revised.html
file:///home/ubuntu/cambridge_sentinel_newsletter_revised.html
file:///home/ubuntu/cambridge_sentinel_newsletter_revised.html

